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(Continued on reverse.)

As a system administrator for your organization, one of your responsibilities will be to manage how 
other users in your organization access the system. For example, you may need to block access to 
users who have left your organization, and help users who cannot log in.

Your entitlements may allow you to:

From the Service Menu, click Setup.

Scroll down to Advanced Administration and click Manage Users.

To edit a user, click the User Name hyperlink.

Editing User Entitlements
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Manage User Access

Edit User Permissions

View Existing User Permissions

Clear Users who are Locked Out

Change User Passwords

As a system administrator for your organization, one of your responsibilities will be to manage user 
permissions.

Manage Your Users

1. Steps to Edit Users

Clear a user’s session

Edit basic user  
information

Click accordion folds 
to give users access to 
functions.
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On the Basic Information tab, define the user’s entitlements by 
entering the appropriate information and selecting services that the 
user can access.

Click Save Basic Info.

Click the Administration Permissions tab, and select services and 
functions that the user can access.

Click Save Administrative Permissions.
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Click each of the Permissions tabs and then select features and functions 
for each service that the user can access.

If the user has access to Payments and Reporting accounts, click the 
Payments and Reporting Accounts tab.

Select functions the user can access with each account and click Save.

Click Save on each tab.
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The second step in adding a user is to assign permissions for all services.

The third step is to specify accounts the user can access for each service.

2. Steps to Assign Treasury Permissions

3. Steps to Assign Check Services, Payments 
and Reporting Accounts

Account Activity and Stop Payment

Transfer

Positive Pay

Balance Inquiry

Alert

ACH

Wire

Reporting
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If the user has access to Check Services accounts, click the Check 
Services Accounts tab.

Select functions the user can access with each account and click Save.
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The User > View function displays a user’s active entitlements. The User > View screen displays all of the 
user’s entitlements, including any entitlements assigned through Roles.

Users can change their passwords at any time. To change your own password, click Setup, and under User 
Preferences, click Change My Password, then complete the entry fields.

You can terminate another user’s current session using the Clear User Login function from the Manage Users 
screen. When you clear a user’s login, the user’s current session ends and the user must log in again to use 
the system.

There may be occasions when an authorized administrator needs to change a user’s password. You can 
change a user’s password without consulting the user. Changing a user’s password does not end a user’s 
session. After you change a user’s password, they must use it the next time they log in. If your organization is 
set up to use dual approval, a second user must approve changes to another user’s password.

Users can be locked out of the system in several ways. An administrator can lock users out of the system. 
Users can also be locked if the user enters an incorrect password more than the allowed number of times. 
Use the Clear User Login function to give a blocked user access.

You can block user access by:

From the Setup > Manage Users screen, you can perform the following tasks.

View a User’s Entitlements

Change Your Own Password

Terminate a User’s Session

Change a User Password

Clear or Unlock a Locked User

Block User Access

Manage User Access

Locking a user through the Manage Users screen.

Entering a Deactivation Date through the Manage Users screen. When you deactivate a user, the ID 
can no longer be used to log in as of the Deactivation Date. The system eventually purges records of 
deactivated users and the users no longer appear on the user list.


